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Introduction

In the legal profession, the discovery process is 

how we search for and uncover the truth. Today, 

nearly all the evidence worth discovering in 

litigation is electronic. The level of precision 

offered by digital evidence makes e-discovery 

an extremely powerful tool for reconstructing 

past events. If done properly, it can expedite 

litigation and ensure more just outcomes for 

both civil and criminal cases. 

The Electronic 

Evidence Opportunity

Jeff Kerr 

CaseFleet CEO

Handling e-discovery requires us to understand something about how 

electronic information is stored, retrieved, searched, and produced. We also 

have a responsibility to our clients and our profession to have an adequate 

understanding of these issues. For too long, we've relied on outside experts to 

handle e-discovery for us, instead of learn the technical skills needed to run 

the process ourselves. 

This ebook will enable you to have a better understanding of e-discovery. 

You’ll also learn how DIY e-discovery will help you minimize risk in your practice 

and save you valuable time and money. By taking time to learn more about 

electronic evidence, you will be more confident in your own skills and, most 

importantly, start getting dynamite evidence to prove your cases. 
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The E-Disovery Opportunity

A REQUIRED COMPETENCY

We live in a world very different from the one that existed just two decades ago. In the 

1990s, we used stamps and made calls from landlines! Now, to get away from the all- 

encompassing internet, we must schedule "digital detoxes" and take vacations that are 

"off the grid."  

Living in such a connected world, we’re generating and consuming massive quantities of 

digital information with every step we take. For lawyers, this new world entails a 

fundamental shift in the way litigation works. We're already finding that electronic 

evidence is superior to witness testimony for determining a variety of issues. 

Personally, if forced to pick one over the other, I would almost always choose electronic 

evidence over witness testimony. The wealth of information available today means that 

we don't have to take the witness's "word for it" regarding what happened in the lead up 

to litigation: emails, text messages, images, metadata and database records 

can ofter reveal the truth about what really happened. 

Unfortunately, there is a shortage of technical knowledge in the legal profession. Very 

few lawyers have a working understanding of email technologies, digital file formats, 

hashing, deduplication, native file formats, databases or metadata.  

Often, lawyers who claim expertise in e-discovery know less than they realize about the 

“e” part of e-discovery. Instead, they focus almost exclusively on case law, buzzwords, 

and listing their favorite vendors. But technologically literate counsel should have the 

skills to perform the vast majority of the e-discovery process in ordinary cases 

themselves. 



5DIY E-DISCOVERY

Seven Seas Cruises S. DE R.L. v. V Ships Leisure Sam 

2011 U.S. Dist. LEXIS 19465, at *14 (S.D. Fla. Feb. 19, 2011) 

("[T]he record supports the conclusion that the Defendants' failure in this 

area is the result of a lack of familiarity and/or training in searching for 

and producing ESI. However, at this point, the Defendants inability to still 

conduct E Discovery . . . is inexcusable." 

E-DISCOVERY GONE WRONG

“To maintain the requisite knowledge and skill, a lawyer 

should keep abreast of changes in the law and its practice, 

including the benefits and risks associated with relevant 

technology, engage in continuing study and education and 

comply with all continuing legal education requirements to 

which the lawyer is subject.” (Emphasis added.)

You may or may not be surprised to learn that a lack of technical training is no excuse 

under the law. According to the ABA’s Model Rules of Professional Conduct, lawyers 

have a duty to be competent in the law, its practice, as well as in technology. 

Specifically, Comment 8 to Model Rule 1.1 states: 

And if a lawyer isn’t competent in e-discovery? According to Formal Opinion No. 2015- 

193 from the State Bar of California, “An attorney lacking the required competence for 

e-discovery issues has three options: (1) acquire sufficient learning and skill before 

performance is required; (2) associate with or consult technical consultants or 

competent counsel; or (3) decline the client representation.” 

This is the first document where a state bar specifically indicated that the attorney’s duty 

to provide competent representation applies to e-discovery. 
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 COMPETENCY
REQUIREMENT

REFERENCES

737 F.3d 1320, 1329 1330 
(Fed. Cir. 2013) 

"At present, enough expertise
and specialized equipment
often are required that many
parties entrust [electronic
document production] to an
electronic -discovery vendor." 

CBT FLINT PARTNERS, LLC  
V. RETURN PATH, INC. 

674 F.3d 158, 169 (3d Cir. Pa.
2012)  

Notes that "today's technology
requires technical expertise
not ordinarily possessed by the
typical legal professional."  

RACE TIRES AM., INC. V.
HOOSIER RACING TIRE
CORP. 

2013 U.S. Dist. LEXIS 107727, 
at *10 (N.D. Cal. July 31, 2013)  

"Defendants are on notice that
if there are continuing
problems with their document
productions, the court will
order them to retain the
services of an e discovery
vendor and order the parties
to submit sworn, detailed
declarations regarding their
document preservation and
collection efforts." 

LOGTALE, LTD. V.
IKOR, INC. 

AN EXPENSIVE ARRANGEMENT

Another critical consideration in e-discovery is cost. In 

my experience, hiring an e- discovery vendor to host 

unprocessed data adds up very quickly. This expense 

regularly hits five figures over the life cycle of a case. 

For smaller commercial cases or ones with individual 

litigants, such costs can quickly outstrip the amount in 

controversy. 

For example, if you’re representing an individual 

pursuing a claim against a corporation, your client is 

also required to preserve and produce electronic 

evidence in response to discovery requests. While an 

individual has far less data than a company, the ratio 

between the cost of outsourcing data and your 

client’s ability to pay such costs will often be more 

favorable for the corporation. It’s far easier for a 

company making annual revenues of $10 million or 

more to pay $30,000 for data hosting than it would 

be for an individual. 

The disproportionality of these high costs for data 

management should give us pause, especially 

considering they fly in the face of the efficiencies 

and cost-savings we typically expect using 

computers, networks, and databases. Ironically, the 

same technologies that make it easier and less 

expensive to run a business have substantially 

increased the costs of discovery and litigation. 

So, if neither the client nor the firm can afford to 

outsource unprocessed client data, what are the 

attorney’s options? In these cases, lawyers have two 

choices: (1) refuse to participate in e- discovery or (2) 

host client data in- house and handle e- discovery 

themselves. 
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Abbott, No. CV–08–S–543–NE, 2012 WL 7810970 
at *2 (Nov. 5, 2012) 

A recent case involving claims of patent
infringement and tortious interference with
employment contracts, the defendant submitted
a bill of costs for $550,348 following a jury
verdict in its favor. Two line items accounted for
more than half of the bill: $175,390 for “E-
discovery database charges” incurred during
discovery and another $165,108 for similar
charges incurred during trial. 

ABBOTT POINT OF CARE, INC.  
V. EPOCAL, INC. 

Unfortunately, many lawyers shirk their duty to participate in e -discovery, making litigation 

less efficient, less fair and more prone to sanctions. The better choice in these cases is for 

counsel to comply with the rules of discovery and handle the rudiments of e- discovery and 

hosting themselves — or "DIY" e-discovery. 

Because electronic evidence is so pervasive, finding ways to control the costs of discovering 

and producing ESI can not only affect the firm’s bottom line but also have a big impact on 

the firm’s appeal for new clients. 

The truth is, technologically competent lawyers can (and will) provide better protection for 

their clients by helping reduce the e-discovery costs and avoiding spoliation, sanctions and 

mishandling of document production. 

Technological literacy and advocacy go hand-in-hand. Therefore, attorneys really only have 

two choices: teach themselves about the technology or hire attorneys who do understand 

technology and discovery practice.  

E-DISCOVERY COSTS
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Electronic Evidence

COMPUTER FILES

As lawyers, a big part of our job is to identify and present evidence, and 

in today’s world, most evidence is digital — living as a series of 1s and 0s 

on computers. Unfortunately, many lawyers have no idea how to identify, 

preserve, collect, produce or present digital evidence. As a result, we fail 

to discover helpful evidence or fail to produce evidence to which the 

other side is entitled. 

In this chapter, we’ll cover the basics that you need to know about 

computer files and databases as it relates to e-discovery. 

Other than witness 

testimony, nearly all the 

evidence worth discovering 

in litigation is electronic. 

More often than not, it’s 

emails, text messages, 

digital images and video, 

metadata, and Microsoft 

Office files that tell us the 

truth about what really 

happened. 
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Most information today is generated and maintained in an 

electronic format. Even information originally produced on 

paper is often scanned into an electronic format for production. 

To facilitate electronic storage, transfer, and processing, files 

and data are encoded in a binary format — meaning each 

electronic file is ultimately nothing more than a finite series of  1s 

and 0s. 

Binary storage is convenient for computing because it can easily 

be represented by high voltages (1s) or low voltages (0s), or in 

differing orientations of magnetic fields. The notion that 

complex audio, video, and photographic images can be 

encoded in binary format is puzzling at first, but can be 

understood by considering that the computer breaks long 

streams of data into smaller units whose combinations can be 

interpreted to represent an arbitrary value or quality. 

For example, the 8-bit (or byte-long) series “01000001” can be 

interpreted to represent the letter “A” — provided that all 

computers use this same convention. And this is indeed how 

computers understand the letter “A.” In binary format, the word 

“law” is spelled:  01101100 01100001 01110111. 

The number of bits varies greatly by the type of file. A file 

created in a simple text editor (generally with a .txt extension) 

could only be a few thousand bits, whereas an image file such 

as a .jpg, .gif, or .png could easily be several million bits.  

THE BASICS OF BINARY
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METADATA
MYTHS

Metadata often counts as substantive
evidence. For example, comments in a
Word document or tracked changes to

formulas in Excel can show intent.
Digital photographs often include GPS

coordinates. Metadata is extremely
useful for authenticating evidence

because it shows the author and
creation date for files. Without

metadata, you'd have to authenticate
Word documents and digital

photographs based only on testimony. 

“METADATA IS MOSTLY
USELESS INFORMATION.”

WHAT IS METADATA?

We're constantly hearing about metadata as it 

relates to e-discovery, security, and ethics, but 

metadata remains a confusing topic for many. 

Metadata is simply information about computer 

files and related records. 

Consider, for example, a Microsoft Word 

document on your computer. The following 

pieces of information about the Word document 

all count as metadata: 

The date and time the file was created; 

The amount of time you've been editing the file; 

The count of words in the file; 

The directory / folder where the file is located; 

The date and time the file was last modified; and 

The author of the file. 

Metadata is useful for a variety of purposes. For 

example, you might want to know the created 

and modified date for a Word document you 

receive in discovery so you can confirm the 

document hasn't been modified since it was 

originally created. Or you can use metadata to 

sort items in a file directory so that the most 

recently modified files are at the top.  

Not really. If you produce files in native 
format, application metadata produces 

itself. System metadata is a bit more 
difficult, but some parties will agree to 
forego system metadata. In any case, 

the probative value of metadata makes 
it worth some extra effort or cost.  

“METADATA IS EXPENSIVE
TO PRODUCE IN DISCOVERY.”

Scrubbing documents in a case
constitutes spoliation. It changes the

evidence and destroys important data.
While some lawyers like to scrub

metadata from Word documents so the
other side doesn't see details irrelevant

to the case, it's hard to see what bad
things would result from the other side

seeing this information.

“I SHOULD 'SCRUB' 
METADATA TO PROTECT 
SECRET INFORMATION." 

“INSPECTING METADATA IN 
DOCUMENTS IS UNETHICAL.” 

Nope. There's nothing sneaky or
unethical about carefully reviewing

evidence that you receive in discovery.
In fact, the only thing that could be

unethical with regard to metadata is
not knowing about it and how it can be

used to prove your case.
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Files have two kinds of associated metadata: application metadata and system metadata. 

The distinction between application metadata and system metadata is extremely important 

for litigators to grasp. The difference is as follows: 

TYPES OF METADATA

Application metadata is included in computer files themselves. If you copy a 

file from one computer to another without changing the contents of the file, 

the application metadata will be preserved intact and unchanged. 

 

System metadata is not included in computer files. Instead, the operating 

system (Windows, Mac, Linux, etc.) holds this metadata. With the exception of 

the name of a file, system metadata is not transferred when you copy a file to 

another computer. (If it is important to produce or transfer system metadata, it 

is typically copied to a "load" file - essentially a spreadsheet or CSV file with 

this information listed for each file.) 

The best way to grasp this distinction is to inspect metadata in some of your own files. You 

can view system metadata in Explorer (Windows) or Finder (Mac), and you can look at 

application metadata by opening files in the applications you used to create them. 

However, remember to use test files to try this out - not actual evidence files. 

GOING "NATIVE"

In the context of software applications, native files refer to the file format which the 

application was designed to work with and in which it was originally created. Notably, a file 

can be described as native only with reference to its origin. 

For example, an Adobe Portable Document Format (PDF) file could be native in one 

scenario, but non-native in another. If the PDF document was originally created in Microsoft 

Word but later saved as a PDF file (or virtually “printed” to a PDF file), then the PDF version 

of the Word file would not be a native file. On the other hand, a PDF file would be a native 

file if it was originally created in an Adobe application.
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One of the biggest obstacles for a lawyer obtaining ESI from the opposing party is the 

widespread practice of converting electronic evidence from its original, native form 

into some other form — and, in the process, degrading its ability to reveal the truth. 

Instead of sending over the original files of spreadsheets and text documents, many 

firms will first convert those files to TIFF images or PDF files. This can result in profound 

differences in the information available in the file. In their new format, converted files

are stripped of their original metadata, such as the creation timestamp, author, etc.  

In addition to stripping away relevant case information, converting native files to a 

different form also provides a convenient way to hide key documents in an avalanche 

of unsearchable irrelevance. While native electronic files are generally 

text‑searchable, conversion frequently strips out searchable text, making it more 

difficult to get the information you need. 

Ask for them! It’s best to explain why you need native files at the earliest possible 

meeting with your adversary, to document your request for native files, and to include 

detailed instructions for producing native files in your document requests. 

If your opponent refuses to comply, it’s often worth your time to take the issue 

to court. Discovery is about revealing the truth, and native documents serve this goal 

much better than degraded pseudo-copies in TIFF, PDF, or paper form. 

WHY ARE NATIVE FILES THE BEST OPTION?

THE SIMPLE TRICK TO GETTING NATIVE FILES
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Computer files are ultimately nothing but a series of 1s and 0s. This series remains the 

same unless the file is modified. For example, if we opened a document in Microsoft 

Word and changed one of the sentences, we would expect the series of 1s and 0s to be 

changed, and this would in fact occur. If we did not change the file, but instead merely 

moved it to a different directory or emailed it to a co-worker, we would expect the 

series of 1s and 0s to remain exactly the same. 

The easiest way to tell whether a file has been changed, or whether two files are in fact 

identical, is the MD5 hash. This method provides a file with its own unique 32-digit 

hexadecimal number, or checksum, that serves as a digital fingerprint for the file.  

VERIFYING DOCUMENT AUTHENTICITY

The fact that even a tiny change in the content of a native file will dramatically alter the 

file’s MD5 checksum is useful for many purposes. When a native file constitutes evidence 

in a legal proceeding, its MD5 checksum should be computed at the earliest opportunity. 

With the MD5 checksum in hand, proving that the file was not modified during the 

pendency of the case is as simple as recalculating its MD5 checksum and verifying that it 

is the same as it was at the beginning.  

The same file will always have the same MD5 checksum

Different files will always have different MD5 checksums

A small change in the code comprising a file — even changing a 

single bit — will result in a scrambling of the original MD5 checksum.  

Because of these properties, a file’s MD5 checksum can usefully be 

thought of as a fingerprint for the document. 
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Databases contain rich stores of information, and 

understanding how a particular database works can be key to 

unlocking its value as a source of discoverable information. 

For instance, a company’s employment database will typically 

include demographic information on each employee, as well 

as information on their job history with the employer, such as 

the dates during which the employee held different titles, 

salary history and more. 

It’s not an exaggeration to say that databases are everywhere 

— from the embedded databases that manage app data in 

your mobile devices to the massive, shared database clusters 

that query and store emails at Google or social posts at 

Facebook. When data must be stored in a structured manner, 

a database will usually be involved. Common databases in 

litigation include social media databases, embedded app 

databases, payroll databases, embedded device databases, 

email systems, and financial databases. 

Databases are subject to the same rules of discovery as any 

other document. Litigants should be aware of the various 

databases their client use, which may require pointed 

questions about what systems they use for tracking time, pay, 

employee information, vacancies, applications, or whatever 

else may be relevant to the case. 

Databases are generally not the type of documents that can 

be discovered with keyword searches, concept searches or 

predictive coding. This is because a database is not itself a 

document, but a method of organizing information and 

documents. Approach databases as a separate category from 

other forms of e-discovery. 

DATABASES
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Discuss databases at the initial Rule 26(f) 

conference 

Discussion about available databases should be 

a high priority at the initial Rule 26(f) conference. 

If you sense that your opposing counsel does not 

intend to gather information on databases and 

other sources of ESI, send a letter stating that 

you expect to have a detailed conversation 

regarding the other side’s databases that you 

believe to contain information relevant to the 

claims and defenses in the case. For example, in 

an employment case, you might request HR, 

timekeeping, payroll, and leave-tracking 

databases. 

DATABASE DISCOVERY TIPS

Request the database schema 

Crucial to your ability to work with a database 

during discovery is understanding how the 

database is organized. What types of data are 

stored in which fields? What codes are used to 

record the data? Is a field set up specifically to 

record dates in a particular format? 

The schema is a description of the tables and 

columns in the database and includes information 

on the data types of the columns and any 

constraints applied to them. The schema could be  

provided as a programmatic export (useful for the very tech savvy) or as a manual or 

description in human-readable format, but note that the latter might not exist of the 

company hasn't created it already. 

A good description of databases and the information you need to obtain about them is 

included in NAACP v. Acusport Corp., 210 F.R.D. 268, 278-282 (E.D.N.Y. 2002).  
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Ask for targeted excerpts 

One decision you will have to make is whether to seek

discovery of the entire database, or some excerpt from it. 

Unless the database is very small (e.g., payroll for a 

company with five employees), I generally advise against 

requesting the entire database because the request may 

be deemed too broad and the produced database may be 

less useful than a more targeted production. 

There are three major ways to limit your request for 

production from databases: limiting the fields of data to 

be produced, limiting the records produced to an 

individual or groups of individuals, and limiting the records 

by temporal criteria. 

Demand native production of data 

A database is the quintessential example of a 

document that should be requested and 

received in native form, if at all possible.  

If its original form is proprietary and 

too awkward to deal with, exporting relevant 

data to a spreadsheet will suffice. As a rule of 

thumb, .csv or Excel production is preferable 

to most alternatives when the native database 

files are not usable. Assuming you have Excel 

on your computer, you will be able to open and 

review .csv files in Excel, and then save them in 

an Excel format. 

Beware of opposing counsel’s attempts to produce database records or whole databases 

as mere images of the data – whether as TIFF files, PDFs or hard copies. While a TIFF or 

PDF may be “electronic,” that does not make it usable. It is a static visual presentation, 

depriving you of the opportunity to analyze the data directly.  
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E-Disovery on a Budget

One of the reasons I decided to learn e-discovery was to save money. 

Early in my career as a lawyer, I developed a strong aversion to spending 

money on experts and litigation vendors. After spending $5,000 out of 

my own pocket in my first year of practice on an expert who literally did 

nothing, I decided I would try to go without so-called “experts" as much 

as possible. 

Fortunately, in my employment law cases, experts were rarely needed. 

When I did use experts, it was generally for specialized technological 

issues: offering testimony on a smartphone’s retention of text message 

data or collecting sensitive evidence from a smartphone. But, most of 

the time, I could do all of the e-discovery work myself. 

Attorneys clearly have a responsibility to keep our clients’ papers in a 

safe condition and not to modify them. Accepting evidence from one’s 

client, whether in tangible or electronic form, is simply part of an 

attorney’s ordinary work and should never make counsel subject to 

disqualification, as many e-discovery vendors may try to tell you. 
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While e-discovery is often expensive, parties don’t need to break the bank to have 

access to the valuable evidence that e‑discovery makes available. In fact, taking the 

reigns of the e-discovery process from the beginning typically saves money over the 

course of the case. Because electronic evidence offers such precision, cases are often 

settled early. Why would you go to court when an email or a text shows exactly what 

happened? 

Here are five steps proven to help keep your e-discovery costs under control.* 

5 STEPS TO CONDUCTING 

E-DISCOVERY ON A SMALL BUDGET

Take 4 hours to learn about your 
client’s sources of ESI1

The first step in low cost e-discovery is to 

scope the project at hand by 

understanding your client’s sources of 

ESI, including finding out at the earliest 

possible date what information your 

client has that could be requested in 

discovery. All of the later steps depend 

on getting this step right, so don’t go 

halfway. It’s essential to dive deep, 

investigate, and document what you 

learn. 

* ©2016. This chapter was originally published in GPSolo eReport, Vol. 5, No. 9, April 2016, by the American Bar Association. Reproduced 

with permission. All rights reserved. This information or any portion thereof may not be copied or disseminated in any form or by any 

means or stored in an electronic database or retrieval system without the express written consent of the American Bar Association or the 

copyright holder. 

We will dig deeper into the specifics of 

preparing for discovery in the next 

chapter, with tips on interviewing your 

client, researching the opposition, and 

preserving evidence as required by law. 
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Prepare and implement a preservation 
and collection strategy2

With a sense of where your client’s data 

lives, you’re in a good position to 

determine an affordable and reasonable 

plan for preserving the appropriate data 

and collecting what needs to be 

collected. 

Imagine your client’s data as three 

concentric circles. The outermost circle 

consists of all of your client’s data. The 

next circle consists of the data that

needs to be preserved. The innermost 

circle is the set of data that needs to be 

collected and searched during discovery. 

You don’t need to preserve all the data, 

and you don’t need to collect all of the 

data that you preserve. Making these 

distinctions and drawing these lines 

wisely will help to avoid one of the worst 

drivers of e-discovery costs: over- 

preservation. 

Determining these lines requires 

comparing the importance of a particular 

source of ESI with the difficulty and cost 

of preserving it. For example, if an 

individual at your client’s business was 

responsible for maintaining key records 

related to the litigation on a particular 

computer, hiring a vendor to make a 

forensic copy of that computer’s hard 

drive may be warranted. But a computer 

or smartphone belonging to an employee 

who never had anything to do with the 

facts underlying the case might not 

require any preservation at all. It’s 

counsel’s role to assist the client with 

making these decisions by balancing risks 

and costs. 

We’ll discuss preservation more in 

chapter four. 
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4 Ask for what you need - and not more

Practice transparency and cooperation3
Motion practice, aggressive letter writing, obstructionism, and posturing can cause e- 

discovery costs to explode. These tactics are just as outdated as traditional paper discovery 

methods. 

Because e-discovery is so complex, the rules of procedure call for a high degree of 

cooperation, lest every case devolve into a zero-sum game of discovery warfare. The best 

way to promote cooperation is to practice it. Share information with the other side, be 

transparent about what you’re doing, and seek input on your preservation strategy and 

search terms. In other words, let the other side know you’re committed to keeping costs 

down, being straight up, and conducting discovery efficiently. 

This won’t work with every adversary, but you’ll be happy when it does. And if your adversary 

continues to obstruct in spite of your efforts, you’ll be more successful with the court as a 

result of taking the high road. 

Blanket discovery requests for “any and all” documents in broadly defined categories are 

poorly suited to modern e-discovery practice. You’ll either face an objection and receive no 

documents, or you’ll get so many documents that you have to spend a fortune to review 

them all. Keep costs at a minimum by being very specific. A small number of highly targeted 

discovery requests will often get you more than traditional and overbroad boilerplate 

discovery. If your requests are targeted enough, objections won’t stick. 

Another critical, but often overlooked, technique is to specify the form of production when 

you request documents. I recommend asking for native documents and explaining 

specifically that this means you want .docx files for responsive Word documents, .xlsx for 

responsive spreadsheets, and so on. These files are more compact, easier to search, and 

richer in information, as I mentioned in the previous chapter. 

While you’re at it, make sure to revisit your instructions and definitions to ensure that you 

don’t have any boilerplate that contradicts your requests for native production.  
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Invest in proper tools5
If you have a case involving e-discovery, 

you need a tool for reviewing native files 

and searching them. Yes, Windows and 

Outlook have search functionality, but 

they are not designed for e‑discovery. 

You’ll need an e‑discovery review 

platform that’s specially designed for 

performing power-searches of electronic 

files and previewing hits without 

modifying the underlying files. 

Even if you’re working with a vendor, it’s 

extremely valuable to have a review 

platform on your own computer, such as 

Nuix Proof Finder (which you can obtain 

for $100), so that you can perform a final 

search of files before you turn them over 

in discovery. Hitting “send” before you 

know what you’re sending is a very bad 

idea and could cost you a malpractice 

suit. With a copy of Proof Finder on your 

system, you’ll never run this risk. 

The common thread in all the steps outlined above is ensuring that you take charge of the 

e-discovery process. You don’t have to learn to code or read thick, technical manuals — 

most of the techniques are common sense. If you run into any difficulties, reach out to a 

colleague or run a search on Google. There are many great resources online, such as 

Craig Ball’s Ball in Your Court blog, Bow Tie Law, and attorney Ralph Losey’s E‑Discovery 

Team blog, as well as CaseFleet’s own blog and dictionary of e-discovery terminology. 

Most e‑discovery practitioners are keenly interested in helping other lawyers master this 

vitally important part of litigation, and are happy to lend a hand. 

By taking the reins of the e‑discovery process, you’ll do your clients an immense service — 

and you’ll future-proof your career. 
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DIY E-Discovery Prep

STEP 1: THE CLIENT INTERVIEW

It’s safe to say electronic evidence — text 

messages, digital photos, cloud storage, 

and the internet of things — will be 

involved in every new case you have. As 

a result, it’s important you prepare to 

produce and request electronic evidence 

from the start of your case. 

Why You Need to Prep 

Early preparation for e-discovery doesn’t 

only reduce risk, it gives you the best 

odds of winning your case. Moreover, 

early preparation for e-discovery is the 

best antidote to clients who conceal 

facts or evidence from their own lawyers. 

Nothing matches the peace of mind 

you’ll experience from knowing all the 

facts, good or bad, before you start the 

formal discovery process. 

Getting Started 

When you begin working with a client on 

a new litigation matter, you’ll know 

something about the facts of the case, 

but next to nothing about the electronic  

* This chapter was originally published as a three-part series on Lawyerist.com titled, "Preparing for E-Discovery."

*

evidence in your client’s custody. Even 

inadvertent destruction or modification 

of evidence can lead to heavy penalties 

or an outright dismissal of your case. To 

avoid spoliation, you’ll need a clear 

picture of what evidence your client has 

and where it lives. 

To do this, you’ll need to ask a lot of 

questions, and most clients don’t love 

answering them. Some clients get 

nervous because there’s something in 

their digital lives that they don’t want you 

to know about. It could be about the 

case (e.g., evidence that contradicts 

parts of the client’s story or supports the 

other side’s claims), or it could be 

something more personal (scandalous 

text messages or embarrassing browser 

history). 

Either way, it’s better to deal with these 

problems upfront while you can do 

something about them (or, alternatively, 

walk away from the case).  



In my practice, I helped clients understand the need for my questions by saying the 

following: 

“I want you to get the best outcome; that’s my job. To make sure that happens, 

we’re going to force the other side to turn over emails, files, text messages, 

digital photos, social media posts, and anything else they have so that we can 

prove you’re right. They will ask the same things from you, and we have to be 

prepared. If we don’t have a strong defensive position on discovery, we won’t 

be able to be aggressive about getting the evidence we need.” 

 

“It’s also very important to go over sources of electronic sources so that we can 

determine a cost-effective preservation strategy. This is the best way to control 

costs and avoid problems at a later date. If we’re going to win your case, we 

can’t lose it first because of a spoliation issue.” 

Once you’ve gotten over any objections, you can proceed to ask questions about 

different categories of electronic evidence. Even if you’re an expert on IT issues, it 

helps to have a script. Start with the checklist on the following page and tailor the 

questions to your specific case. 

For example, if a business client was sued by a former employee, then you’ll gather 

more information about personnel records, compensation data, internal email, HR 

databases, and the plaintiff’s former workstation. On the other hand, if your client was 

involved in a slip-and -fall incident, you’ll focus more on SMS records, geolocation 

data, fitness tracker data (to verify injuries), and social media (to verify pain and 

suffering). Also, note that even though the focus is on e-discovery, treating relevant 

paper documents as part of the same puzzle is a good practice. 

Don’t let the questions listed limit your imagination or your follow-up questions in any 

way. Software and hardware are constantly evolving. Also be sure to take good notes. 

You’ll come back to them again and again as the case progresses. While your client 

may find the level of detail puzzling, a thorough interview pays dividends and is a 

necessary pre-condition for a strong preservation strategy. 
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E-DISCOVERY QUESTION CHECKLIST

Business Email
Does your business have its own email server or is your 

email system cloud-based? 

Do you have an auto-delete or auto-archive policy? 

Have there been any changes in your email system 

since the beginning of the events underlying the case? 

Have you taken any steps already to save or preserve 

emails related to the events in this case? 

Do you know if any of the emails related to this case 

have been lost? If so, how? 

IT Personnel
Who handles IT at your business? Do you have 

someone onsite or do you contract with a vendor? 

Business Clients Individuals

Personal Email
How many email accounts do you have? 

What are all of your email addresses? How do you use 

each account? Are any of these accounts shared? 

Have any of these accounts been hacked or 

compromised at any time? 

Business Databases
What do you use for payroll? Can payroll records be 

exported to CSV format? 

What software do your employees use at work? 

Mobile Devices
Do employees use smartphones as part of their work? 

Are mobile devices issued by your business or do 

employees use their own devices?  

Voice Communications
Does your business use a VOIP system for phones? 

Can voice messages and call logs be downloaded? 

Surveillance Equipment
What specific surveillance equipment do you use?  

Where is this data stored? Are there backups? 

Have there been any changes in these systems since 

the events started that led up to the lawsuit? 

Do you monitor employees’ computer usage?  

File Systems
Do employees use company-issued computers? 

Do employees store files on a network drive or a 

cloud storage system like Box.com or Dropbox? 

Where are backup files from the hard drives of 

individual employee computers located? 

Where are paper documents stored? 

Are paper documents scanned?  

Mobile Devices
Do you own an iPhone or other smartphone? Do you 

own an iPad or other tablet device? Do you own a 

smart watch of any kind? 

What is the manufacturer, model, serial number, date 

acquired, and typical use case for each such device 

you’ve owned since the beginning of the events 

leading up to this case? 

Have you owned any devices during these periods 

that have been damaged or lost? What happened?

Do you have any SMS messages related to the events 

of the lawsuit? 

Which phone company do you use? Do you have your 

recent phone bills?  

Social Media and Apps
Which sites do you use primarily? How and why do 

you use each one? What is your public 

username/account name on each site?  

Do you have privacy settings on these sites? 

What apps do you use most often on your phone? 

Do you have any fitness tracking apps?  

Computers
Do you own any laptop or desktop computers? Where 

are they? What is the make and model for each? 

How do you use these computers? Do you share them 

with anyone? 

Do you use Google Drive or Dropbox for saving files? 

Do you use any other cloud-based services?   

Paper Documents
Have you collected paper documents related to the 

case? Where do you keep these documents? 

Where do you keep documents like bank statements, 

medical records, and phone bills? 

* This checklist was originally published in the three-part "Preparing for E-Discovery" series on Lawyerist.com.
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STEP 2: OPPOSITION RESEARCH

Taking an inventory serves a defensive purpose, exposing what needs to be preserved and 

collected to provide iron-clad protections against spoliation claims. Here, we turn from 

defense to offense: gathering information from your client and other sources to help you 

map out enemy territory. 

Effective opposition research for e-discovery draws from two often-overlooked sources: 

your client and Google. 

Mining Your Client and Friendly Witnesses for Information 

In most cases, litigation parties knew each other before one of them decided to file suit 

against the other. These cases include business disputes, family law proceedings, 

employment cases, and workers' compensation claims. (Personal injury and product liability 

lawsuits are common exceptions.) 

If the parties had (or still have) a relationship, they probably know a lot about each other, 

and this knowledge often encompasses details that are extremely useful in e-discovery. For 

example, say that your client is a former employee of the defendant. You can ask the 

following questions: 

What program did you use to check your 

email at work? Do you know if your email 

was backed up in any way? 

Did employees have mobile devices 

issued to them by the business? If so, how 

did they use the devices? 

Who did you contact for technical support 

issues at work? Was there an IT 

department? 

What software did you use at work? Do 

you know if the data from these programs 

was stored on-premises or in the cloud? 

Do you know any specifics about the 

devices (smartphones, tablets, notebooks) 

used by the bad actors in this case? 

Did the company have any rules about 

backing up data or purging old data or 

emails? Did employees follow these rules? 
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On the other hand, if the opposition is an individual (perhaps you’re defending the business 

in the above example), the following questions can be helpful: 

Another reason to ask your client questions like this is that judges expect you to obtain this 

sort of information. Too often, attorneys seek information in discovery that they could get 

from their own clients. This often comes up in e-discovery, where parties routinely ask each 

other questions about devices and IT infrastructure. While your client can’t give you all the 

information you need, you will almost always get information that will help you make your 

discovery requests more targeted and, consequently, more likely to lead to valuable 

evidence. 

What do you know about the devices (smartphone, tablet, notebook) the plaintiff 

uses? How does the plaintiff use them, if you know? 

Does the plaintiff use social media? Are you friends with the plaintiff on any of 

these accounts? Do you know how often and for what purposes the plaintiff uses 

these accounts? 

What email addresses do you have for the plaintiff? Do you know what the plaintiff 

uses these accounts for?

Is the plaintiff tech-savvy or not very good with technology? 

Do you know if the plaintiff carried a thumb drive or other portable storage device? 

Google: The Holy Grail of Opposition Research 

Ah, Google. What can’t you find on Google? My 

favorite story of the power of Google search is how 

an IRS agent used Google’s “advanced search” 

feature to discover the identity of the mastermind 

behind the illegal Silk Road marketplace – a 

problem that had baffled numerous government 

agencies with access to expensive proprietary tools 

for years. To get the best results out of Google, you 

have to be creative and you have to know advanced 

search operators.

The first and most obvious technique is to search 

Google for names and nicknames of the opposing 

parties and witnesses. Doing this, you’ll often find 

blogs, social media profiles, LinkedIn profiles, wish 

lists, forum posts, and more. 
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ADVANCED
SEARCH TIPS

When searching for info on 
a person, use quotation 

marks and the “OR” search 
operator to zero in on 

useful results. 

Say your target’s full name 
is Jesse Randolph James. 
To capture the different 

variants, you could run the 
following search: 

“jesse james” OR “jesse r. 
james” OR “jesse randolph 
james” OR “jesse r james” 

In addition to finding interesting personal information 

through name searches about individuals, you can find tons 

of information about a business's IT systems. If you want to 

know what kinds of technology and software a particular 

business uses, search for press releases, employee LinkedIn 

profiles, technical blog posts, and job postings. You’ll often 

find announcements about the installation of new systems or 

job postings stating the technologies that employees in 

various departments will need to know. 

Once you have this information, you can almost always 

download manuals for those technologies that explain 

exactly how information is stored and how it can be both 

search and exported. 

This last tip may only be embraced be hardcore nerds like 

myself, but it is powerful indeed. It’s wonderful to sit down 

at a Rule 26(f) conference knowing more about your 

opponent’s IT infrastructure and export capabilities than 

your opposing lawyer. And nothing is more powerful than 

using your opponent’s own website to rebut their counsel’s 

assertions about the feasibility of various search or export 

tasks. 

Ensuring What You Have Found is Admissible 

Inspect what you find and print to PDF (including the URL 

and timestamp headers and footers). You can also take 

screenshots of things that don’t format well for print to PDF. 

I recommend save-to-PDF and screenshots, but some will 

object that these duplications may not be admissible. This is 

only somewhat accurate. On their own, those may be 

difficult to authenticate, but you’ll have ample opportunities 

to authenticate them during discovery, often simply by 

having the parties and witnesses who created the relevant 

content authenticate the evidence during depositions. 

Accordingly, it’s probably not necessary to buy expensive 

web-based evidence collection software unless you’re 

handling criminal cases. 

THE "OR" OPERATOR

SITE SEARCHES

SOCIAL MEDIA 
SEARCHING

Another very helpful search 
tool is Google’s site 

search. You can limit your 
results to a particular 

domain by using the “SITE:” 
operator. 

 
For example, the following 

would only match 
instances of “Jesse James” 

at www.company.com: 
 

SITE:www.company.com 
“jesse james” 

You’ll also want to 
become familiar with the 
advanced search features 

available on Twitter, 
LinkedIn, Facebook, and 
any other platforms your 

target might use. 
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Assume you’ve just been retained by a new client in a case that is headed to litigation. As you 

know, your client is required to preserve evidence related to the case. Indeed, the court can 

impose stiff penalties on parties who neglect this duty. Unless your client is a sophisticated 

business with in-house e-discovery and forensics resources, it falls on you to advise and assist 

your client with regard to preserving evidence and avoiding spoliation sanctions. 

In the 21st century, this is no simple task. The most important evidence in many cases consists 

of electronic items like emails, text messages, computer files, metadata, and databases. As 

such, the evidence is more likely to consist of bits of data in the cloud or unallocated space 

on your client’s hard drive than in a central file room. This evidence isn’t static; it could be 

overwritten or lost as a result of simply continuing to use the computer system. But all litigants 

face this burden equally, and the standard for success is reasonableness, not perfection. 

There are no easy answers when it comes to preservation — no bright-line rules to tell you 

which sources need to be preserved and how. Instead, deciding how to preserve electronic 

evidence is a balancing exercise that involves comparing the cost of different methodologies 

with the importance of the evidence to be preserved. By having a plan, you’ll be better off 

than the many lawyers who seem never to think of digital preservation until the other side 

starts talking about spoliation. 

Methods of Preserving Electronic Data 

There are multiple levels of preservation that can be applied to a given source of electronic 

evidence. The highest level is a forensic copy or “image,” in which all of the binary data on a 

particular source (such as a computer’s hard drive) is copied to a secure evidence repository 

(often another disk). Specialized equipment and software are needed to perform a forensic 

image — both to retrieve the data without modifying it and to ensure that all of the data is 

copied. Forensic images are appropriate when there’s a reason to believe that important files 

were deleted from the file system, or, in contrast, to prove that critical files were not deleted. 

An intelligent alternative to a forensic image is a process called system sequestration. If the 

system in question isn’t in use (e.g., a former employee’s computer), then all you need to do is 

turn the computer off and lock it in a safe. Be sure to make a log of when you locked it up, 

who has access, and any other pertinent info. 

But many sources don’t require either forensic imaging or sequestration. Instead, it’s often 

perfectly reasonable to make a so-called “logical copy” of the file system — namely, copying 

the directories and files on the computer to an external drive. As always, be sure to log your 

activities. 

STEP 3: PRESERVATION OF EVIDENCE
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The Importance of a Litigation Hold 

No preservation plan is complete without 

issuing a litigation hold to your client. This is 

a letter with instructions to all individuals 

whose computers, smartphones, or cloud 

accounts might contain relevant data. The 

letter should provide instructions in plain 

English. For example, sentences like “do not 

delete any files or communications related 

to X, Y, and Z” are much better than 

sentences like “cease and desist from 

rotation of backup media.” 

If your client has IT personnel, work with 

them to ensure that the letter makes sense 

in light of the systems that your client uses. 

When you distribute the letters, have the 

recipients sign to acknowledge receipt, and 

tell recipients to contact you or IT if they 

have any questions about the directions. 

You’ll also want to follow up with recipients 

to confirm that they’ve taken the steps you 

identified. 

An Essential Admonition 

Aside from preserving evidence, you also need 

to tell clients to stop creating new evidence. It 

seems that most clients cannot resist the urge 

to discuss the case with friends, family, and 

colleagues. Those communications are 

absolutely discoverable and relevant, and 

they can be toxic. 

Consider the case of a female associate who 

sued her employer in New York for sexual 

harassment. The jury’s sympathy for her was 

surely reduced by her Gmail chats where she 

discussed her plans for moving to a tropical 

paradise after recovering millions and 

described her case as an “experiment with 

the legal system.” Thoughts like these are best 

kept to oneself, or expressed in emails to 

counsel (with no CC or BCC recipients). 

In general, you should advise your client to 

cease and desist from writing any words 

about the case with anyone other than you.
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Conclusion

Most of the wisdom that conference panelists and so-called experts 

provide to lawyers about e-discovery can be boiled down to: “Hire a 

vendor. It’s too hard for you!” But this won’t always work. Requiring parties 

to hire a third-party vendor in every case involving electronic evidence 

would make litigation too expensive for many parties. Lawyers can do a 

great deal themselves and, even if a vendor is needed, it is critical for 

counsel to know enough to pilot the ship and direct the vendor so that

costs stay within bounds. 

Whether you retain a vendor or not, you must begin thinking about e- 

discovery at the earliest possible stage. Waiting until there’s a discovery 

dispute to start thinking about how your client’s evidence should be 

preserved is a recipe for disaster. The most important time for lawyers to 

take control of e-discovery is at the beginning of the case, and the best 

way to do it is with a reliable method and a willingness to learn something 

new. 

Take Charge of the 

E-Discovery Process

CaseFleet was founded with a simple dream - to improve litigation through 

technology. We set out to do this with our intuitive, yet powerful, case management 

software that organizes case facts, tracks key deadlines, and runs an entire litigation 

practice. We designed our unique features based on our own experience as 

litigators and, more importantly, by working with some of the best litigators we know. 

To learn more, visit www.casefleet.com.


